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Abstract

Elliptic Curve Digital Signature Algorithm (ECDSA) is one of the most popular digital
signature scheme deployed in practice. They are widely used in ensuring the authenticity
and integrity of messages in various applications. In this talk, we go into the details of
distributed ECDSA, exploring its significance, mechanisms, and applications.

The speaker will begin by giving an overview of traditional ECDSA and its role in
establishing digital signatures. With growing popularity of the use of ECDSA in
blockchains, there is an increasing need to secure the signing key. This talk will delve into
the challenges posed by distributed environments, and how Distributed ECDSA rises to
address these challenges.

We will formalise the concept of threshold signatures and how they enable multiple
parties to collaboratively create a signature without compromising security. Then, we will
discuss common approaches to design threshold ECDSA. Finally, we will also discuss how
these techniques can be used to support other threshold signatures.
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