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Abstract
With the increases of fabrication outsourcing and supply chain complexity,

unauthorized chip overproduction and IP piracy via reverse engineering have

become big headaches for semiconductor industry. Logic encryption, a

technique to modify a circuit with extra key-inputs to lock it from

unauthorized use, has the potential to relieve these pains. However, after

more than a decade of research, the first batch of proposed solutions have

been shown to be vulnerable to an oracle-based SAT attack. Post SAT-attack

proposals have also been shown to have various drawbacks. The most serious

one is the vulnerability under structural analysis.

In this talk, I will discuss a trilemma among locking robustness, structural

security, and encryption efficiency in existing solutions. I will also present our

solutions to both locking robustness and structural security. A roadmap for

completely solving the trilemma will be discussed at the end.
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