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Abstract

Schnorr’s blind signatures, introduced over 30 years ago, lie at the core of
many modern cryptographic protocols. In concurrent settings, the security of
many such constructions rely on a computational assumption known as ROS
(Random Inhomogeneities in an Overdetermined Solvable system of linear
equations), whose hardness was already questioned by Schnorr himself
(Schnorr ’01).
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In this talk, we present an efficient algorithm that solves the ROS problem,
thereby breaking the security of Schnorr blind signatures in polynomial time
whenever more than ℓ > log p parallel sessions are allowed.

Finally, we introduce a fix that extends blind issuance to Σ-protocols for
discrete-logarithm representations with AND-composition, resolving an open
problem left by the seminal work of Camenisch and Stadler (1997).

Our attack translates into practical breaks of several constructions proposed
in the literature, including multisignatures, threshold signatures, zero-
knowledge protocols, e-cash systems, and electronic voting schemes.


