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Abstract

Anomaly detection is a longstanding and active research area that has many applications in
domains such as finance, security and manufacturing. However, the efficiency and
performance of anomaly detection algorithms are challenged by the large-scale, high-
dimensional and heterogeneous data that are prevalent in the era of big data. Isolation-
based unsupervised anomaly detection is a novel and effective approach for identifying
anomalies in data. It relies on the idea that anomalies are few and different from normal
instances, and thus can be easily isolated by random partitioning. Isolation-based methods
have several advantages over existing methods, such as low computational complexity, low
memory usage, high scalability, robustness to noise and irrelevant features, and no need for
prior knowledge or heavy parameter tuning. This talk reviews the state-of-the-art isolation-
based anomaly detection methods, including their data partitioning strategies, anomaly
score functions, and algorithmic details. It also discusses some extensions and applications
of isolation-based methods in different scenarios, such as detecting anomalies in streaming
data, time series, trajectory and image datasets.
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