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Abstract

In this talk, we discuss a cryptographic tool named zero-knowledge proof

from both theory and application perspectives. In theory, we present Libra,

the first zero-knowledge protocol with optimal prover time, fast verifier time,

and succinct proof size. Libra also has excellent concrete efficiency in practice.

In application, we present the first solution for building trustless and

permissionless cross-chain bridges in blockchains using zero-knowledge proof.

In addition, we discuss how to apply zero-knowledge proof to machine

learning and make the protocol practical to guarantee the integrity of

machine learning models by the example of the decision tree model. These

applied ZKP protocols have rigorous security guarantees along with practical

efficiency.
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